
 

_____________________ 
October  2018 Version 1 .7  

1 

    



 

_____________________ 
October  2018 Version 1 .7  

2 

�x Human Rights Act 1998 

�x Data Protection Act 2018 

�x General Data Protection Regulation  

�x Regulation of Investigatory Powers Act 2000 

�x Counter Terrorism and Security Act 2015 

�x Terrorism Act 2006 

�x Police and Justice Act 2006 

�x Freedom of Information Act 2000 

�x Equality Act 2010 

�x Privacy and Electronic Communications (EC Directive) Regulations 2003 (as amended) 

�x  Defamation Act 1996 and 2013 

�x Rehabilitation of Offenders Act 1974 

�x Environmental Information Regulations 2004 

 
3. Purpose of u niversity information security policy documentation 

 
3.1. University policy documentation should perform the following functions: 

�x Present a comprehensive and coherent approach to information technology and security at a 
strategic level 

�x Reflect the intentions of the university by defining expected standards  
�x Facilitate on-going development, scrutiny and revision of policies at strategic and tactical levels 

 
3.2. Provide guidance or direction to users, administrators and developers of university information 

systems  
  

4. Scope  
 

4.1. This policy and associated polices detailed in Section 9 of this document apply to all information 
systems: 
�x Owned by the university 
�x Being used for university business  
�x Connected to networks managed by the university  

 
4.2. The policies in this documentation set apply to all information:  

�x The university is handling whether or not it is owned by the university 
�x Including software owned or licensed by the university  
�x Managed by 3rd party processors on behalf of the university 

 

http://www.dmu.ac.uk/
http://www.legislation.gov.uk/ukpga/1998/42/contents
http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr
http://www.legislation.gov.uk/ukpga/2000/23/contents
http://www.legislation.gov.uk/ukpga/2015/6/contents
http://www.legislation.gov.uk/ukpga/2006/11/contents
http://www.legislation.gov.uk/ukpga/2006/48/contents
http://www.legislation.gov.uk/ukpga/2000/36/contents
http://www.legislation.gov.uk/ukpga/2010/15/contents
http://www.legislation.gov.uk/uksi/2003/2426/contents/made
http://www.legislation.gov.uk/ukpga/1996/31/contents
http://www.legislation.gov.uk/ukpga/2013/26/contents
https://www.legislation.gov.uk/ukpga/1974/53
http://www.legislation.gov.uk/uksi/2004/3391/contents/made
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4.3. The policies in this documentation set apply to all people:  
�x Managing or using any system identified in section 4.1 above  
�x Responsible to the university and handling information identified in section 4.2 above  

 
5. Structure of the policy documentation s et 

 
5.1. The structure and content of this policy documentation set is based on an approach set out in the 

“University and Colleges Information Systems Association (UCISA) Information Security Toolkit”. 
The Toolkit is intended to help academic institutions to formulate and maintain policy documents, 
and is based on the control guidelines in the industry framework ISO27001 

 (2)10.5 al 

http://www.dmu.ac.uk/


http://www.dmu.ac.uk/
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